I . vvu

dle BOSEN
und die
AHNUNGSLOSEN

w 7 l 7
1 4 f
rr ) |




GDATA
ADVANCED
ANALYTICS

-




MARION MARSCHALEK
ipal Malware Researcher

AT
,_‘:!._ TN




GDATA
ADVANCED

er Wi]_de Wi]_de WESten ANALYTICS

Oder:

Wie zur Holle kam der wilde
Westen 1n unsere

Wohnzimmer, Buros
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Der wilde wilde Westen

Funny Cats Compilation [Most See] Funny Cat Videos Ever Part 1

Forget Your Sadness
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Router, Heimautomatisierung, Autos, ...

Zahnbursten, Spielzeuge ...

Voll funktionstuchtige Betriebssys

Botnetze auf Routern durch
Multi-Plattform Malware

Royale Botnetze potg bots, iiberall, BOTS!

,loT ist wie Windows vor 15 Jahren!”




UK Government Used 'Rolling Thunder' DDoS

Attacks Against Anonymous, LulzSec and Syrian
Electronic Army
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(2 By David Gilbert
&3 | February 5, 2014 10:59 GMT

lhre Majestat,
die Kanonen

A protestor poses in a Guy Fawkes mask in front of police protecting Westminster
Abbey as part of Anonymous’ Million Mask March. (IBTimes Uk

The UK government's spy wing, GCHQ, has been using distributed denial of service (DDoS) attacks -
known as 'Rolling Thunder' - against members of the online hacking collectives such as Anonymous,
LulzSec and the Syrian Electronic Army according to leaked documents from Edward Snowden.

The UK government has now been labelled as the first western government to carry out DDoS attacks
against its own citizens and faces a lot of criticism for attacking what is seen as free speech.
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Die Spionin
im Kinderzimmer

SmartBarbie:

- Mikrophon & Lautsprecher

- Spracherkennung auf Knopfdruck
- Wifi Support

When children or other users talk with Hello Barbie by pressing and holding the “Talk” button, W€ May
capture Recordings . These Recordings are considered personal information under the Children’s Online
Privacy Protection Act (“COPPA”). Wwe Cannot prevent children from providing personal
information when they talk with Hello Barbie, and such information may be captured in the Recordings.

https://www.toytalk.com/hellobarbie/privacy/
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Die Spionin
im Kinderzimmer

SmartBarbie:

- Mikrophon & Lautsprecher

- Spracherkennung auf Knopfdruck
- Wifi Support

,In Russia,
TV is watching you!”



First known hacker-caused power outage signals GDATA
troubling escalation ‘ ADVANCED

Highly destructive malware creates "destructive events" at 3 Ukrainian substations. ANALYTICS

by Dan Goodin - Jan 4, 2016 8:36 pm UTC

63 Shore W Tweet |88 emai | 112

Black Energy: Malware Kit

Seit ca. 2007 fur 700 USD
kauflich erwerbbar

Energie, Medien,
Telekommunikation &
Regierungsinstitutionen

Ukraine seit 2014/15
Sebbmesaigsfall

in der

g desuciv matvare i et t as veergnl poverauoresn Uaaine o apover | kr aine

failure that left hundreds of thousands of homes without electricity last week, researchers said.

N Krzysztof Lason
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Staatlich gesponsorte

Betriebsspionage

E /1i__! | Kanada, wie sie das Brasilianische
=~ i S Ministerium fur Berbbau und Energie
= ausspionieren

US‘ NSA, wie sie die Brasilianische
Petrobras ausspioniert

Frankreich, wie sie IBM und

Texasinstruments ausspionieren in den
80ern



Politisch motivierte
Malware

Stuxnet und Konsorten
Namlich:

Duqu 1&2 The Dukes
Gauss Turla
Equation VolatileCedar
Babar & AnimalFarfAawnStorm
Packrat Regin

APT28 Agent.btz UVW.
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“... if the malware is detected, it will also make it
EASIEY far extremasts to }:ratect themselves Aq Aanst aﬂmr
5}1171'149 nttamyts. ”

“... the researcher’s insight into the operation [...] s
Always superficial. At First glﬂmca, 1t mig[»t Appenr
that the tarqeted entity is “innocent”, svich as an
academic or & journalist, but in reality they could be a
radical Academic or & terrorism-facilitating
Jonrnalist.”
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Im Internet
sind alle Katzen grau

Citizen Lab 2014: Network
Injection Appliances

modifizieren Internettraffic
direkt beim ISP

HackingTeam und FinFisher:

Lawful Interception

= Hinzufigen A Teilen  ees Mehr 1§ 254357 B 36

Uberwachungssoftware fur kleine
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Im Internet
sind alle Katzen grau

HT: Azerbaijan, Colombia, Egypt, Ethiopia, Hungary, Italy,
Kazakhstan, Korea, Malaysia, Mexico,

Morocco, Nigeria, Oman, Panama, Poland, Saudi Arabia, Sudan,
Thailand, Turkey, UAE,
and Uzbekistan

FF: Australia, Austria, Bahrain, Bangladesh,
Bulgaria, Canada, the Czech Republic, Eston
Germany, Hungary, India, Indonesia, Japan, |
Macedonia, Malaysia, Mexico, Mongolia, Netl
Pakistan, Panama, Qatar, Romania, Serbia, S ..., . comon s se romy catvieos verpare

South Africa, Turkey, Turkmenistan, the Unit(fz= -
the United States, and Vietram
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